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Identity fraud
Scammers have many ways of stealing people’s identities, including phoning a 
person directly, accessing discarded letters and bank statements, and stealing 
from computers and mobile devices.

Anyone who shares their information with people or companies they haven’t 
checked out, could become a victim of fraud.

If someone’s identity is stolen, scammers can run up bills and open bank accounts 
in that person’s name. This will severely affect the victim’s credit rating. 

They also use the stolen information to access funds from bank and savings 
accounts, and pensions. In fact, they can use stolen identities to commit almost any 
crime imaginable.

Be particularly wary of unsolicited letters, phone calls, or any email or text 
messages purporting to be from a bank or phone provider.

Remember
• Shred all letters and envelopes showing personal details.
• Always check your bank and credit card statements.
• Be on your guard when answering the phone - scammers often sound very 

friendly.
• Don’t let anyone worry or rush you into parting with your personal details.
• Never automatically click on links, or open attachments in unexpected 

emails or texts.
• If you receive a suspicious phone call claiming to be from your bank, utility 

provider or any official body asking for personal information, hang up, and 
call the company yourself.

• If possible use another phone. Or, wait at least five minutes before making 
a call. This ensures the line is automatically cut off, so you will no longer be 
speaking to the scammer or an accomplice (see courier scams).

• If you sign up to a reputable credit rating agency, you will be notified when a 
credit check has been completed using your details. This will inform you  
that your identity has been stolen.

Think! If you suspect you have had your identity stolen, or have become a victim 
of fraud, contact your bank immediately, and report it to Action Fraud.
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Phone spoofing scams
Many phones have what is known as caller ID - the number of the person calling 
is displayed.

Although many people find this a useful way of screening the calls they want to 
answer from the ones they don’t, it’s not a reliable way of checking who’s on the 
other end of the line. Scammers can change the caller ID displayed on your phone. 
This is known as ‘spoofing’.

They do this either to hide their own identity, or to try to mimic the number of a real 
company or person.

They use spoofing to pretend they are calling from a genuine 
number e.g. the victim’s bank or credit card company, utility provider, or a 
government department. Their aim is to steal sensitive information, like bank 
account or login details, in order to gain access to the victim’s cash.

Calls with spoofed numbers can come from anywhere in the world.

Remember
• Never rely on the caller ID displayed on the phone as the sole means 

of identification. Instead, hang up and find the phone number on your 
account statement, in a phone book, or on the company’s or government 
department’s website, to check the call is genuine.

• If possible use another phone. Or, wait at least five minutes before making 
a call. This ensures the line is automatically cut off, so you will no longer be 
speaking to the scammer or an accomplice (see courier scams).

• Never answer any questions which might have financial consequences.

Think! Every 15 seconds someone falls for a scam.
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Lottery and prize draw scams
Lottery and prize draw scammers make contact by letter. They try to con people 
into believing they have won a prize or a large amount of money.

The scammer claims that the victim has been ‘randomly selected’. Sometimes they 
use famous brand names to make it sound more legitimate. The format of these 
scams may vary, but the aim is always the same - they require some sort of fee, to 
be paid up front, in order to claim the fictitious prize. 

Postal scams are known as mass marketing fraud (MMF). Mass marketing criminals 
share victims’ details with other scammers worldwide. Therefore, anyone who 
responds could end up being bombarded by more and more letters trying to con 
them into parting with even more cash.

Remember
• Only ever buy lottery tickets from trusted websites or retailers.
• If you are told you’ve won a prize for a competition you’ve never entered,  

it’s a scam.
• If you are asked to call a number to find out what you’ve won, don’t.  

You could end up being persuaded to pay for delivery of a prize that  
doesn’t exist.

• Lottery and prize draw letters are mass-produced. However, modern 
technology allows scammers to insert the recipient’s name many times 
throughout the text, giving the impression they have been written to you 
personally.

Think! No genuine lottery, prize draw or raffle would ask you to send money to 
claim a prize.
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Clairvoyant scams
Clairvoyant and psychic scammers sometimes contact potential victims by 
email, but it’s usually by post. They aim to trick them into believing that their 
‘powers’ can solve problems, bring good luck, lift bad luck, help them find true 
love, or protect them from harm. 

The letters they send out look as though they are personal to the recipient. But 
actually, the message could relate to anyone. For example: “You are a sincere 
individual, but sometimes people just don’t understand you”; “Something has been 
bothering you lately”; “You are thinking of changing something in your life”.

Some try to persuade people to buy lucky charms; or claim they have messages 
from beyond the grave. Whatever story they weave, victims will be charged for 
the clairvoyant’s fictitious help. If a payment is made, more lies will follow - the 
scammer wants to obtain ongoing payments. Those going through difficult times, or 
feeling lonely, are more at risk of falling for these types of scams.

Remember
• Clairvoyant scammers often hide behind stolen  photographs. They never 

disclose their real identity on letterheads or websites.
• Some scammers glean genuine information about people by trawling places 

like social media, networking sites and bereavement notifications. 
• Just because someone appears to know your business doesn’t mean they 

have special powers. 
• Don’t be tempted to part with cash in return for ‘winning’ lottery numbers - 

they are always fake. If you pay out, the only winner will be the scammer.
• Any response from you indicates you’re interested, even if you don’t send 

cash. 
• If you respond to a clairvoyant scam letter, you could end up receiving a 

variety of other postal scams, as postal scammers share victims’ information.

Think! Your past, your future…is your business!
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Catalogue scams
Scammers send out literature selling a variety of different products including 
food, pills, beauty and health products, jewellery, clothes and items for the home 
and garden.

The scammer promises a prize to those who place an order, but even if the goods 
arrive, the promised prize never materialises. Victims often receive worthless tat, 
and more false promises aiming to tempt them to place further orders.

The items are often overpriced, and beauty and health products claiming to work 
miracles never reach the buyer’s expectations. Catalogue scams are usually based 
abroad, with scammers using UK mailing addresses.

Remember
• Never buy goods you neither need nor can afford from any company, just to 

claim a prize.
• If you part with your bank details to a scammer, you could end up being 

charged for, and receiving, goods you haven’t even ordered.
• These scams often involve the victim receiving phone calls confirming the 

‘win’; or being told to look out for more important letters arriving.
• Items (including jewellery) can be photographed to make them look more 

valuable than they are.
• If you are disappointed with the goods you’ve received, it might be 

impossible or expensive to return them and get a refund.

Think! If you are unsure as to whether a company is legitimate or not, don’t 
place an order.
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Courier scams
There are many variations of this scam. The scammer will phone the victim 
claiming to be someone official e.g. a bank manager, police officer or a law 
enforcement agent. 

They aim to panic the victim by saying that something serious has happened e.g. 
a fraudulent payment has been spotted on their card, or someone has stolen their 
identity. The victim is instructed to ring the number on the back of their bank 
card, or to phone the police to confirm that the call is genuine. However, when 
the victim hangs up, the scammer stays on the line, keeping the connection 
open. If the victim immediately does as instructed, and makes the call, it is 
the scammer who replies, pretending to be the bank or police. He/she then 
elaborates on the alleged serious issue.

The victim may be asked to disclose their PIN number and told that a courier will be 
sent to collect their card. Or, they could be told there is a corrupt member of staff at 
their bank, post office or bureau de change, and that they are needed to help with 
an undercover investigation to identify that person. 

They might be asked to withdraw a large sum of money and hand it over to the 
courier. Some victims have purchased high value items and handed them over, 
after being duped into believing that they are helping the police track down 
counterfeit goods. 

Remember
• The bank and police NEVER ask for PIN numbers; send couriers to collect 

bank cards; ask people to move money to another account; ask for help with 
investigations; or ask for cash or goods to be handed over.

• These scams can be intimidating, so don’t engage in conversation – hang 
up.

• To confirm any call is genuine, never ring back using a number given to you 
by the caller.

• Make the call from another phone. Or, wait at least five minutes before 
making a call. This ensures the line is automatically cut off, so you will no 
longer be speaking to the scammer or an accomplice.

Think! The only person who should have your bank card and know your PIN 
number is YOU!
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Investment scams
Investment scammers con people into investing, by assuring them they will get a 
high return for very little risk. These scam investments may be in precious gems, 
carbon credits, solar panels, land, wine or property, to name a few examples.

Cryptocurrency and digital currency investment scams are on the increase, 
sometimes with fake celebrity endorsements to trick people into believing they are 
credible. 

The internet and advanced digital communications have helped these scams to 
become very convincing. Websites look professional, and the glossy literature they 
send out looks expensive to produce.

False testimonials claim investors have made a fortune. They can look so legitimate 
that even professional investors have fallen for them. Investment scammers 
are particularly interested in targeting older people, knowing they might have 
significant savings, or access to pension pots.

Remember
• Reject any unsolicited calls, emails, text messages or visitors to your door.
• Legitimate investment companies will not cold- call or contact you out of the 

blue.
• Don’t be fooled by posh office addresses, or professionally built websites. 

Scammers rent mailboxes in upmarket areas, and employ well-spoken 
people to answer phone calls.

• If you are thinking about an investment opportunity, check you are not 
dealing with a ‘clone firm’. This common scam is where scammers make 
out they are a genuine firm. Always use the contact details on the Financial 
Conduct Authority (FCA) register, not the details the firm gives you.

Think! If you’ve lost money in the past, you could be targeted by other 
fraudulent companies, claiming they can help you get your money back.
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HMRC scams
Although these scams are sent by email and text, scammers often contact 
victims by phone and leave an automated voicemail.

The message will say: ‘HMRC has detected a serious issue with your tax’.  Some 
victims have been told their home is under surveillance; others that they will be 
arrested if a bogus, outstanding tax payment isn’t made.

Another ploy used by HMRC scammers is to tell the victim they have been awarded 
a tax refund.

Whichever tack the scammer uses, the victim is either instructed to press a key on 
their phone pad to call the scammer back, or is asked to urgently call the number 
which has been left in the message. Victims who do return the call are asked to 
make an immediate payment.

Remember
• The HMRC do sometimes call people about outstanding tax bills, and use 

automated messages. However, they would always include the taxpayer’s 
reference number. They would never tell you about a tax rebate or penalty,  
or ask you for personal payment details.

• If you receive a suspicious email or phone call, you can help HMRC’s 
investigations by forwarding the email or sending:

-  your phone number
-  the caller’s phone number
-  the time and date of the call
-  a brief description of the call

• to phishing@hmrc.gov.uk (NB: your email and phone number will be shared 
with other organisations, if that’s necessary, to close down the scam.)

• Forward suspicious texts to 60599.

Think! Tax scams can happen at any time but are most common around key 
deadlines, such as when your tax return is due.
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Dating scams
Scammers on dating websites sometimes use stolen photographs in order to 
hide behind fake profiles. They could be of servicemen, professionals, models 
etc. 

They often claim their work takes them overseas. If a victim tries to investigate, 
by using the name of the person the scammer is masquerading as, their lies will 
appear to be true.

Once confident that they’ve won a person’s trust and built up an emotional 
attachment, scammers may talk about a problem they’re experiencing, eventually 
asking for money to help their situation.

Another scam is when they say they want to meet, but need money to pay for 
their flight or visa. Or, they say everything has been booked, but their ticket’s been 
stolen. The victim is asked to send  money quickly so they can get onto the next 
flight.

Others use emotional tactics, like saying a family member (or someone they are 
responsible for) is ill and they need money for medical treatment.

If money is sent, the scammer will keep coming back, inventing  
new reasons to send them more. Some scammers trick victims into helping them 
launder their ill-gotten gains. Money laundering is a serious criminal offence. 

Remember
• Avoid giving away too many personal details. Revealing your full name, date 

of birth and home address can lead to your identity being stolen.
• Never send money to someone you’ve met online, however much you trust 

them or believe their story.
• Dating scammers prefer to communicate away from the dating site, to 

ensure there’s no evidence of them asking you for money.
• Don’t be fooled by fake documentation. Criminals can replicate and 

photocopy anything, including plane tickets, visa requirements and 
passports.

Think! If you suspect you have been targeted by a scammer, stop all 
communication immediately and report it to the dating site.
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Distraction burglary scams
Distraction burglars sometimes work in pairs. While one criminal distracts the 
victim, their partner sneaks into the house to look for cash and valuables.

They may pose as officials, claiming to be police, market researchers, from the 
council, health carers, gas, water, electricity, phone or TV companies. Others try to 
take advantage of those with a good nature, saying they are collecting for charity. 
Some will say they need a pen and paper to leave a note for a neighbour, or they 
may ask to use the phone in order to gain access into the house.

They may lure the homeowner outside by asking to retrieve a ball from the garden, 
or to look for a lost pet.

Some use the tactic of feigning urgency and panic: “We’re from the Water Board; 
there’s a burst pipe in the street; we need to come in and switch your water off 
immediately!”

They may be very convincing, charming and persuasive. They can be young (even 
children), old, male or female. They might seem official, dressed in smart uniforms, 
and carry official-looking paperwork and IDs (which are fake).

Remember
• Keep your front and back doors locked, even when at home. Always put the 

chain or door bar on first, before opening the door.
• If a caller is someone you don’t know or are not  

expecting, don’t open the door fully.
• If you suspect the caller isn’t genuine, or he/she is making you feel 

harassed, intimidated or threatened, call 999.
• If the caller claims to be on an emergency callout or 

on official business, close the door, and check they are genuine by phoning 
the company they are purporting to be from.

• Never call the number given to you by the caller. Source the number 
yourself, using utility bills, official websites or directory enquiries.  

• Never keep large quantities of cash at home. For safety, put it into the bank 
or post office.

Think! You don’t have to let anyone into your home that you’re unsure about.  
If in doubt, keep them out!
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Rogue trader scams
Rogue traders are scammers, calling at people’s houses offering services such 
as tree pruning, gutter cleaning, gardening, house maintenance, jet washing, 
laying driveways and paving etc.

They can come across as very friendly and helpful, and their sales pitch often 
sounds plausible. They may try to con the homeowner by saying they’re offering 
special rates to older people… for a limited time only.

A common tactic is to say they have been working in the area, and noticed a 
problem on the house that needs fixing. In reality, there usually isn’t a problem at 
all. Even if there is, a rogue trader won’t fix it properly. Agreeing to the work could 
end up causing even more damage, and proving yet more expensive to get the 
work put right by a qualified tradesperson. 

Rogue traders sometimes try to convince the victim that they only need a small 
job doing, but once the work is started, they invent more problems. This tricks the 
victim into parting with even more cash - some have been pressurised into parting 
with thousands of pounds.

Remember
• Display a ‘no cold-calling’ notice on your door, to deter uninvited doorstep 

traders.
• Keep your front and back door locked. Always put the chain or door bar on, 

before answering the door to anyone.
• If a cold-caller or anyone touting for work knocks at your door, don’t get into 

any discussion. Say you are not interested, and close the door.
• There may only be one rogue trader on your doorstep, but if you agree to 

have work done, an accomplice might be round the corner.
• If possible, make a note of the type of vehicle they are using, colour and 

registration number.
• If you need work done on your property, ask friends and family for 

recommendations, or use a council-checked trusted trader.

Think! If a suspicious caller is on your property, or has just left, dial 999. If it is 
after the event, call 101.
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Computer software service scams
The scammer often phones the victim, asking for them by name, and states that 
they are a computer-security expert from Microsoft, Apple or another legitimate 
tech company. Scammers can also create fake ‘pop up’ adverts on screen.

Using confusing jargon they tell the person that their PC, laptop or tablet is infected 
with malware, has a computer virus, is running slow or has some other fake 
problem. They claim to be able to solve the issue. Some scammers make the scam 
more convincing by demonstrating the problem. 

The victim is told they need to install software to resolve the issue, and the 
scammer instructs them how to do it. However, this software is malicious. It could 
capture sensitive data, such as online banking usernames and passwords.

There are lots of versions of this scam. The scammer may simply ask for money, in 
return for ‘lifetime protection’ from the malware they claim to have removed from 
the victim’s PC. 

Remember
• No genuine computer service will contact you out of the blue; any 

communication with them must be initiated by you. They can’t even tell if 
your computer IS infected!

• If you receive an unsolicited call from anyone claiming to be from a tech 
support company, hang up.

• Use strong, complex, unique passwords for all your online accounts. This will 
help to keep all your personal and financial information safe.

• For more information about how to keep you and your PC scam-proof, visit 
the websites ‘Cyber Aware 2020’ and the ‘National Cyber Security Centre’ 
listed on page 36. 

Think! Don’t allow a scammer access into your computer. Your personal 
information is valuable… protect it. If you are concerned about your computer, 
go to a reputable IT company or run a manual antivirus scan.
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Secret deals and inheritance
notifications

Scammers try to convince people that they have inherited a large sum of 
money, or that they can cash in on an inheritance left by a long lost relative, 
or someone with the same surname. 
Sometimes they tell potential victims they have been chosen, by a dying 
person, to distribute their wealth to good causes. Like all scams the stories 
vary, but they all involve the victim parting with cash.
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What other tricks do
scammers use?

Scammers trick people into sending them passports, photographs and birth 
certificates.

Scammers steal victims’ bank details by tricking them into renewing their TV 
licences on fake websites. Remember - scammers can build very convincing 
websites and copy legitimate sites.

Scammers employ experienced call operators to make calls on their behalf. 
Sounding professional, they work from a script and are trained how to answer 
questions. Some have no idea they are being used to aid criminals.

Scammers place text messages into a trusted text thread.

Scammers contact the victim and claim they have bought a debt with their name 
on it from a reputable company or utility supplier. They then threaten court action if 
the phantom bill or fine isn’t paid.

Scammers call, pretending to be a genuine business, and mislead people into 
parting with personal and financial information. To make the call convincing they 
use fake background noise, to give the impression of a call centre.

Scammers make phone calls, falsely claiming they are calling on behalf of  
a legitimate company. They say a warranty on something the victim owns has 
expired, commonly a washing machine or vacuum cleaner. The victim  
is talked into making a payment to renew the warranty.

Scammers send automated phone messages claiming to be from the technical 
department of an internet service provider. Victims are told that their internet 
service is about to be disconnected e.g. because hackers have accessed their 
computer, or it has been infected with a virus.

Scammers request payments with iTunes or STEAM vouchers. These cards cannot 
be used to make a legitimate payment as they are gift cards.

Scammers can impersonate anyone. It can be impossible to know where they are 
contacting you from, even when they name a location.

Scammers ask victims to divulge their card details to pay for delivery of a free gift 
or sample. However, unwittingly, the victim has signed up for a paid subscription.

Scammers behind lottery and prize draw scams try to con their victims a second 
time. They send out letters saying: ‘Your unclaimed prize is being held in a holding 
company and a payment is required to release it’.
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Cyber aware

Six Behaviour Changes - www.ncsc.gov.uk/cyberaware

Create a separate email password 
Your main email is the gateway to all your other accounts. Keep it secure with a 
strong password that is different to all your other ones.

Keep it secure. Keep it separate.

Create a strong password using three random words
Weak passwords can be hacked in seconds. The longer and more unusual your 
password is, the stronger it becomes and the harder it is to hack. The best way 
to make your password long and difficult to hack is by using a sequence of three 
random words you’ll remember.

For example: Barbeque?Wardrobe3C4ctus - but don’t copy our one!

The dafter the better

Save your passwords in your browser
Remembering lots of passwords can be difficult but saving them in your internet 
browser (such as Internet Explorer, Google Chrome, or Apple Safari) means you 
don’t have to. Online service providers are constantly updating their software to 
keep sensitive personal data secure. It’s quick, convenient, and safer than re-using 
the same password.

Save them to secure them

Turn on two-factor authentication
Two-factor authentication (2FA) is a free security feature that gives you an extra 
layer of protection online and stops cyber criminals getting into your accounts - 
even if they have your password. When you try and login, you’ll be sent a text or 
code to check that it’s really you logging into your accounts. Think of it as a double 
lock for your data.

Be doubly sure.

Update your devices
Cybercriminals exploit weaknesses in software and apps to get your information. 
Updating to the latest version fixes those weaknesses so criminals can’t 
access your information. Think of update reminders as an alarm telling you to 
act. Remember to update regularly or set your computer, phone, or tablet to 
automatically update so you don’t have to think about it.

Stay secure. Update regularly.

Back up your data
If your phone, tablet, or computer is hacked, you could lose all your personal files 
including treasured photos and videos. Make sure you keep a copy of all your 
important information by backing it up.

Back it up, keep it secure.
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What should you do if you 
receive a suspicious email?

Alongside the Cyber Aware Campaign, NCSC have also launched the new 
Suspicious Email Reporting Service - If you have received an email which you’re not 
quite sure about, forward it to report@phishing.gov.uk. 

Reporting will help the NCSC to act quickly, investigate and take down any 
malicious websites and email addresses linked to the scam, protecting many more 
people from being affected. 

If you’ve been the victim of a scam, don’t be embarrassed to report it. It can happen 
to anyone.  Report it to your bank immediately and contact Action Fraud online 
or by calling 0300 123 2040.
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